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This paper investigates the possibility of detecting the hook style energy 
theft in the overhead low-voltage (OV LV) power grids when the smart 
grid conveniences are available. On the basis of the broadband over 
power lines (BPL) technology and the proposed method of the detection 
of the hook style energy theft (HS-DET method), a plethora of different 
scenarios concerning the hook style energy theft is considered so that 
the performance of HS-DET method can be assessed. The impact of OV 
LV BPL topologies, hook characteristics and measurement differences 
on the performance of HS-DET method is mainly assessed through 
appropriate metrics, such as derivative metrics of percent error sum 
(PES). Finally, appropriate contour plots against the hook style energy 
theft are proposed revealing the efficiency of HS-DET method against 
any relevant threat in any conditions. 
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1. Introduction 
  

Energy theft defines a well-known problem either in traditional power systems or 

in the emerging smart grid [1]-[7]. In fact, a World Bank report indicates that up to 50% 

of electricity in developing countries is acquired via energy theft [8] while, in financial 

terms, utility companies have announced losses that reach up to $6 billion, $5 billion and 

$4.5 billion in United States, Brazil and India, respectively [9]-[11]. To cope with the 

energy theft, a plethora of detection schemes have been proposed in the literature, on 

behalf of the states and power utility companies, that exploit smart meters, wireless 

sensors and radio-frequency identification tags in order to provide a high detection 

accuracy. However, the main disadvantage of these detection schemes is the required 

extra investment cost that includes the device cost, the system implementation cost, the 

software cost and the operating/training cost [3], [12]-[15]. Also, compared to the 

traditional power grid, which can only be physically tampered, the smart grid is 

vulnerable to more types of attacks (e.g., network attacks) [4]. 

On the basis of suitable broadband applications, such as this one that is presented 

in this paper, the interoperability of the smart grid with the broadband over power lines 
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(BPL) systems can offer significant help towards the combat against the energy theft and 

finally restore the financial losses of the power utility companies due to this issue.  

Here, it should be highlighted that among the available communications technologies that 

can interoperate under the aegis of the smart grid, the BPL technology can play the 

crucial role during the detection of the energy theft since the BPL technology exploits the 

already installed power grid infrastructure [16]-[18].  

In this paper, the detection of the hook style energy theft of the overhead  

low-voltage (OV LV) power grids, which is a common type of energy theft in developing 

countries, is here analyzed on the basis of the installed BPL networks and the hybrid 

model [19]-[36]. Until now, hybrid model has extensively been employed to examine the 

behavior of various multiconductor transmission line (MTL) configurations in 

transmission and distribution BPL networks and, of course, in OV LV BPL networks 

such those that are examined in this paper. Actually, the hybrid model consists of  

two interconnected modules, namely: (i) the bottom-up approach module that is based on 

an appropriate combination of MTL theory and similarity transformations; and  

(ii) the top-down approach module that is based on the concatenation of multidimensional 

transmission matrices of the cascaded network BPL connections. On the basis of 

broadband performance metrics supported by the hybrid method such as channel 

attenuation, spectral efficiency and capacity, a number of BPL broadband applications, 

such as Topology Identification Methodology (TIM) [37], Fault and Instability 

Identification Methodology (FIIM) [38], methodology to preserve power system stability 

[39], [40] and main line fault localization methodology (MLFLM) [41]-[43],  

have already been demonstrated. In this paper, the hook style energy theft detection 

method (HS-DET method) is proposed and aims at coping with the detection of hook 

style energy theft in OV LV BPL networks. 

The proposed HS-DET method is investigated either in theoretical or in real 

operation conditions of OV LV BPL networks. Already been mentioned in [37]-[39], 

[41]-[44], measurement differences between the real results collected by in-situ 

measurements and the theoretical results derived from the hybrid model occur during the 

channel attenuation determination that further affect the computation of the broadband 

performance metrics. In accordance with [37]-[39], [42], [45], [46], to deal with the 

measurement differences, the measurement differences can comfortably be handled as 

error distributions such as continuous uniform distributions (CUDs).  

Anyway, HS-DET method adopts the metric of percent error sum (PES), which has 

extensively applied in the aforementioned BPL broadband applications, as its main 

performance metric in order to assess the power grid integrity and allow the detection of 

energy theft. 

The rest of this paper is organized as follows: In Section 2, a brief synopsis of 

MTL configurations of OV LV power grids, indicative OV LV BPL topologies, signal 

transmission and signal coupling is given. Section 3 deals with the measurement 

differences as well as PES and HS-DET method. In Section 4, numerical results and 

discussion are provided, aiming at practically evaluating the possibility of detecting a 

hook style energy theft and assess the detection performance of HS-DET method when 

measurement differences occur and hook style energy theft exists. Section 5 concludes 

this paper. 
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2. OV LV BPL Network Synopsis 
 
2.1 OV LV MTL Configuration 

 A typical case of an OV LV distribution line is depicted in Fig. 1. Overhead 

distribution lines hang above the ground. OV LV distribution lines consist of three 

parallel non-insulated phase conductors of radius 𝑟p
OVLV while the lowest phase conductor 

is hung at height ℎOVLV above the ground. Above the three phase conductors, there is a 

neutral conductor of radius 𝑟n
OVLV. Τhe vertical spacing of the four conductors is equal to 

ΔOVLV. More details regarding the material properties and dimensions of OV LV MTL 

configurations are given in [19].  

As the ground properties are concerned, the ground is considered as the reference 

conductor while its conductivity and relative permittivity are assumed to be equal to 

𝜎g=5mS/m and 𝜀rg=13, respectively [19], [21], [22], [25], [27]-[29]. The consideration of 

an imperfect ground defines a realistic scenario whose impact on high frequency signal 

propagation and transmission through OV LV power lines is detailed in [19]-[25],  

[27]-[29], [47]-[52]. 

 

 

 
Fig. 1.  Typical OV LV MTL configurations [19]. 

 

 

2.2 Indicative OV LV BPL Topologies and Hook Insertion Impact 
 In accordance with [1], [37]-[43], [53], BPL networks constitute a feedback loop 

control system that relies on measurement data that are collected by BPL units, meters 

and sensors, which are deployed across the power lines as well as their surrounding 

environment. In fact, BPL networks are divided into cascaded BPL connections, which 

can be treated separately. Each BPL connection is bounded by the transmitting end and 
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receiving end repeaters that allow the amplification and regeneration of the attenuated 

BPL signals. Between the transmitting and receiving end of a BPL connection,  

the number of branches as well as the topological characteristics may vary depending on 

the type of the supported power grid. On the basis of its topological characteristics, each 

BPL connection can be treated as a different OV LV BPL topology. In Fig. 2(a), a typical 

BPL topology with N branches is shown. With respect to Fig. 2(a), one of the main inputs 

of the hybrid model is the topological profile of the examined OV LV BPL topology.  

In Table 1, the topological characteristics of indicative OV LV BPL topologies are 

reported. 

 

 

 

 

 

 
Fig. 2.  (a) Original end-to-end OV LV BPL topology with N branches [19], [54], [55]. (b) Modified  

end-to-end OV LV BPL topology due to the hook insertion. 

 

 
Table 1. Indicative OV LV BPL Topologies [46] 

Topology 

Name 

Topology Description Number of 

Branches 

Length of 

Distribution Lines 

Length of 

Branching Lines 

Urban case A Typical OV urban topology 3 L1=500m, 

L2=200m, 

L3=100m, L4=200m 

Lb1=8m, Lb2=13m, 

Lb3=10m 

Urban case B Aggravated OV urban 

topology 

5 L1=200m, L2=50m, 

L3=100m, 

L4=200m, 

L5=300m, L6=150m 

Lb1=12m, Lb2=5m, 

Lb3=28m, Lb4=41m, 

Lb5=17m 

Suburban case OV suburban topology 2 L1=500m, 

L2=400m, L3=100m   

Lb1=50m, Lb2=10m 

Rural case OV rural topology 1 L1=600m, L2=400m Lb1=300m 

“LOS” case OV Line-of-Sight 

transmission 

0 L1=1000m - 
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 Since the HS-DET method in OV LV power grids is examined in this paper,  

a hook insertion modifies the examined indicative OV LV BPL topologies of Table 1 as 

indicated in Fig. 2(b). Let assume that a hook is hung at the position Ah that is located at 

distance 𝐷h = 𝐿h + ∑ (𝐿𝑖)
𝑘−1
𝑖=1  from the transmitting end. Hence, the distance between the 

hook and the kth branch is equal to 𝐿𝑘 − 𝐿h. The length of the hook, which is treated as a 

branch from the hybrid model, is assumed to be equal to 𝐿bh. From Fig. 2(b), it is evident 

that each examined indicative OV LV BPL topology is modified depending on the hook 

location and the hook length.  

Apart from the topological characteristics of Table 1, a set of assumptions 

concerning the transmission and propagation of the BPL signal as well as the circuital 

characteristics of the OV LV MTL configurations have been detailed in [19]-[27], [29], 

[31], [56]-[60]. Except for the aforementioned assumptions, the hook termination is 

assumed to be open circuit while the hook interconnection with the distribution lines is 

assumed to be complete (i.e., hook derivation points at the same distance from the 

transmitting end on all the three phases) and horizontal. Therefore, the hook can be 

treated by the hybrid model as a branch. The previous assumptions are made in order to 

simplify the following analysis. 

 

2.3 BPL Signal Transmission and Coupling 
 Hybrid method that deals with the BPL signal propagation and transmission 

across MTL configurations of OV LV BPL networks gives as output the 𝑛G × 𝑛G channel 

transfer function matrix 𝐇{∙} that relates line voltages 𝐕(𝑧) = [𝑉1(𝑧) ⋯ 𝑉𝑛G(𝑧)]T at 

the transmitting (z=0) and the receiving (z=L) ends where nG is the number of the 

conductors of the examined MTL configuration and  T  denotes the transpose of a matrix. 

Then, according to how signals are injected onto and extracted from the lines of OV LV 

BPL networks, different coupling schemes may occur [19], [22], [25], [27]-[29], [54], 

[55]. In [54], [55], CS2 module has been introduced and is adopted in this paper. In 

accordance with [54], [55] where a number of restrictions is detailed, the coupling 

scheme channel transfer function of a coupling scheme module that relates output BPL 

signal 𝑉out− and input BPL signal 𝑉in+ is given by 

𝐻c{∙} =
[𝑉out−]

C

[𝑉in+]
C = [𝐂out]C ∙ 𝐇{∙} ∙ [𝐂in]

C
                                       (1) 

where 𝐂in is the input coupling vector, 𝐂out is the output coupling vector and  C  denotes 

the applied coupling scheme. With reference to [54], [55] and eq. (1), three types of 

coupling schemes can be supported: (i) Coupling Scheme Type 1: Wire-to-Ground (WtG) 

or Shield-to-Phase (StP) coupling schemes; (ii) Coupling Scheme Type 2: Wire-to-Wire 

(WtW) or Phase-to-Phase (PtP) coupling schemes, and (iii) Coupling Scheme Type 3: 

MultiWire-to-MultiWire (MtM) or MultiPhase-to-MultiPhase (MtM) coupling schemes. 

Depending on the applied coupling scheme, 𝐂in and 𝐂out are properly defined and, then, 

the coupling scheme channel transfer function 𝐻c{∙} is straightforward computed. Apart 

from the applied coupling scheme, the coupling scheme channel transfer function 

depends on the frequency, the OV LV BPL topology, the physical properties of the cables 

and the geometry of the MTL configuration [19], [21], [46], [58], [61]. 
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3. Measurement Differences, PES and HS-DET 
 
3.1 Measurement Differences 

 Although the theoretical computation of the coupling scheme channel transfer 

function, as described in eq. (1), is a well-defined straightforward process and, at the 

same time, experimentally verified, a set of practical reasons and “real-life” conditions 

can create significant differences between experimental measurements and theoretical 

results. These differences are denoted as measurement differences while the causes of the 

measurement differences can be grouped into six categories [37], [41], [44].  

In mathematical terms, the measured coupling scheme transfer function 𝐻C̅̅ ̅̅ {∙} for given 

coupling scheme can be determined by 

𝐻C̅̅ ̅̅ (𝑓𝑖) = 𝐻C(𝑓𝑖) + 𝑒(𝑓𝑖), i=1,…,u                                 (2) 

where fi, i=1,…,u denotes the measurement frequency, e(fi) synopsizes the total 

measurement difference in dB due to the six categories and u is the number of 

subchannels in the examined frequency range. As it is usually done [41]-[44], the total 

measurement difference can be assumed to follow continuous uniform distribution 

(CUD) with minimum value −𝑎CUD and maximum value 𝑎CUD. 

 It is evident that the determination of the measured coupling scheme transfer 

function of original and modified end-to-end OV LV BPL topologies suffers from the 

same total measurement differences, and thus same CUD of measurement difference,  

for given MTL configuration, OV LV BPL topology and measurement equipment. With 

reference to eq. (2), 𝐻or
C {∙} and 𝐻mod

C {∙} are the original and modified theoretical coupling 

scheme channel transfer functions, respectively, while 𝐻or
C̅̅ ̅̅̅{∙} and 𝐻mod

C̅̅ ̅̅ ̅̅ ̅{∙} are the original 

and modified measured coupling scheme channel transfer functions, respectively. 

 

3.2 PES 

 As already been mentioned, a number of BPL broadband applications, such as 

TIM [37], FIIM [38], power system stability methodology [39], [40] and  

MLFLM [41]-[43], have already been demonstrated while their theoretical core is the 

cooperation of the hybrid model with the performance metric of percent error sum (PES). 

In accordance with [40], [44], PES assessed the approximation accuracy when piecewise 

monotonic data approximation methods have been applied in BPL networks.  

In this paper, PES is going to be employed so as to assess the approximation accuracy of 

the original and modified coupling scheme transfer functions. Therefore, PES expresses 

as a percentage of the total sum of the relative differences between the examined 

coupling scheme transfer function and the theoretical coupling scheme transfer function 

for all the used frequencies. With reference to eq. (5) of [46] and Sec. 3.1 of this paper, 

four PES metrics can be computed, namely: 

𝑃𝐸𝑆or = 100% ∙
∑ |𝐻or

C (𝑓𝑖)−𝐻or
C (𝑓𝑖)|𝑢

𝑖=1

∑ |𝐻or
C (𝑓𝑖)|𝑢

𝑖=1

= 0%                                  (3) 

𝑃𝐸𝑆mod = 100% ∙
∑ |𝐻mod

C (𝑓𝑖)−𝐻or
C (𝑓𝑖)|𝑢

𝑖=1

∑ |𝐻or
C (𝑓𝑖)|𝑢

𝑖=1

                                     (4) 

𝑃𝐸𝑆or
̅̅ ̅̅ ̅̅ ̅̅ = 100% ∙

∑ |𝐻or
C̅̅ ̅̅ ̅(𝑓𝑖)−𝐻or

C (𝑓𝑖)|𝑢
𝑖=1

∑ |𝐻or
C (𝑓𝑖)|𝑢

𝑖=1

                                        (5) 

𝑃𝐸𝑆mod
̅̅ ̅̅ ̅̅ ̅̅ ̅̅ = 100% ∙

∑ |𝐻mod
C̅̅ ̅̅ ̅̅ ̅̅ (𝑓𝑖)−𝐻or

C (𝑓𝑖)|𝑢
𝑖=1

∑ |𝐻or
C (𝑓𝑖)|𝑢

𝑖=1

                                     (6) 
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where 𝑃𝐸𝑆or, 𝑃𝐸𝑆mod, 𝑃𝐸𝑆or
̅̅ ̅̅ ̅̅ ̅̅  and 𝑃𝐸𝑆mod

̅̅ ̅̅ ̅̅ ̅̅ ̅̅  assess the accuracy of the original theoretical 

coupling scheme channel transfer function, modified theoretical coupling scheme channel 

transfer function, original measured coupling scheme channel transfer function and 

modified measured coupling scheme channel transfer functions, respectively, in relation 

with the original theoretical coupling scheme channel transfer function.  

 

3.3 HS-DET Method and ΔPES 

 With reference to eqs. (3)-(6), HS-DET method of the OV LV power grids can 

detect energy theft whether measurement differences occur or not through the respective 

PES submetrics: 

𝛥𝑃𝐸𝑆̅̅ ̅̅ ̅̅ ̅ = 𝑃𝐸𝑆mod
̅̅ ̅̅ ̅̅ ̅̅ ̅̅ − 𝑃𝐸𝑆or

̅̅ ̅̅ ̅̅ ̅̅                                            (7) 

𝛥𝑃𝐸𝑆 = 𝑃𝐸𝑆mod − 𝑃𝐸𝑆or = 𝑃𝐸𝑆mod                                (8) 

It is evident that when 𝛥𝑃𝐸𝑆̅̅ ̅̅ ̅̅ ̅  and 𝛥𝑃𝐸𝑆  are greater than zero and all the other 

problematic cases of OV LV power grids are excluded (e.g., faults and instabilities of 

[37], [38], [62], [41], [42], [43]), a possible energy theft may occur across the OV LV 

power grid. This assertion is the theoretical basis of HS-DET method while the 

performance assessment of HS-DET method with respect to the existence of 

measurement differences or not is examined in the following Section of the numerical 

results. 

 

 

4. Numerical Results and Discussion 
  

The numerical results of this Section focus on the ability of HS-DET method to 

successfully detect the potential energy theft. Then, the performance of HS-DET method 

is assessed when various OV LV BPL topologies and types of hooks (i.e., different hook 

distances from the transmitting end and hook lengths) are assumed. Two main scenarios 

are examined, which are: (i) the absence of measurement differences; and (ii) the 

existence of different intensities of measurement differences.  

 

4.1 HS-DET Method without Measurement Differences 
 The broadband performance, in terms of coupling scheme channel transfer 

function in the 3-88 MHz frequency band, is assessed by applying hybrid model and  

CS2 module when the indicative OV LV BPL topologies of Sec. 2.2 are considered.  

Also, one representative coupling scheme is considered in OV LV BPL topologies for the 

sake of simplicity; say, WtG1 coupling scheme.  

 With reference to Fig. 2(b), let assume that a hook of length 𝐿bh is inserted at 

distance 𝐷h from the transmitting end. In Table 2, 𝑃𝐸𝑆or, 𝑃𝐸𝑆mod and 𝛥𝑃𝐸𝑆 are reported 

when 𝐿bh = 5m  and 𝐷h = 300m  are assumed for the five indicative OV LV BPL 

topologies. 
Table 2. PES Metrics of Indicative OV LV BPL Topologies when 𝐿bh = 5m and 𝐷h = 300m 

OV LV BPL 

Topology 

𝑷𝑬𝑺𝐨𝐫 

(%) 

𝑷𝑬𝑺𝐦𝐨𝐝 

(%) 

 𝜟𝑷𝑬𝑺 

(%) 

Urban case A 0 34.19 34.19 

Urban case B 0 28.17 28.17 

Suburban case 0 49.43 49.43 

Rural case 0 73.57 73.57 

“LOS” case 0 247.19 247.19 
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From Table 2, as it was expected, PESor is equal to zero while PESmod assesses the 

asymmetry between the original and the modified OV LV BPL topology.  

In terms of ΔPES, the topology asymmetry after the hook insertion remains high when 

“LOS” LV BPL topology is examined since the almost stable behavior of coupling 

scheme transfer function of “LOS” case starts to obtain multipath characteristics, such as 

spectral notches, after the hook insertion. Conversely, low asymmetry through ΔPES is 

reported in OV LV BPL topology of urban case B. In this case, the already intense 

multipath environment with its high number and deep spectral notches is rearranged 

through the hook insertion. The shift and the depth change of spectral notches of the 

modified OV LV BPL topology in comparison with ones of the original urban case B 

does not create the significant increase of ΔPES already observed in the other OV LV 

BPL topologies, which is presented in Table 2. As for the other indicative OV LV BPL 

topologies, their ΔPES behavior remains almost the same when a hook insertion occurs. 

However, ΔPES remains above 10% in all the cases examined. 

 HS-DET method should detect any hook presence regardless of its characteristics, 

say; its distance from the transmitting end and its length. However, due to the multipath 

environment of OV LV BPL networks, the performance of HS-DET method depends on 

the aforementioned hook characteristics. To investigate the performance of  

HS-DET method, in Fig. 3(a), ΔPES is plotted versus the hook distance from the 

transmitting end and the hook length when the OV LV BPL topology of urban case A is 

assumed. In Figs. 3(b), 3(c), 3(d) and 3(e), same plots with Fig. 3(a) are given but for the 

case of the urban case B, suburban case, rural case and “LOS” case, respectively. Here, it 

should be noted that the hook distance from the transmitting end span and the hook 

length span are assumed to be equal to 50 m and 5 m, respectively, while the range of the 

hook distance from the transmitting end and the range of the hook length are from 1 m to 

951 m and from 1 m to 46 m, respectively, for all the examined contour plots of this 

paper. The selection of the previous plot specifications has been done for the sake of plot 

clarity and the computational speed.  
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Fig. 3. ΔPES of the indicative OV LV BPL topologies in the 3-88 MHz frequency band for various hook 

distances from the transmitting end and hook lengths. (a) Urban case A. (b) Urban case B. (c) Suburban 

case. (d) Rural case. (e) “LOS” case. 

 

 

 Figs. 3(a)-(e) validate the early observations from the Table 2, say: 

• The hook detection becomes easier in the cases of OV LV BPL topologies of  

low number of long branches. “LOS” and rural OV LV BPL topologies allow the 

safe hook detection as indicated by their high ΔPES values across the entire 

contour plot. 

• The hook distance from the transmitting end influences the performance of  

HS-DET method only in the cases of OV LV BPL topologies with high number of 

branches. In these cases, the hook insertion that is treated as a branch from the 

hybrid model influences the multipath propagation of the original OV LV BPL 

topology. Depending on the hook length, the presence of the hook may change the 

channel transfer function and, thus, ΔPES of the modified OV LV BPL topology 

–see Figs. 3(a)-(c)–. In contrast, modified rural and “LOS” OV LV BPL 

topologies present little dependence on the hook distance from the transmitting 

end since the BPL signal distances of the multipath propagation due to the hook 

insertion remains almost the same for given modified rural and “LOS” OV LV 

BPL topologies –see Figs. 3(d) and (e)–. 

• Regardless of the examined OV LV BPL topology, the performance of HS-DET 

method mainly depends on the hook length. The detection of the hook style 

energy theft becomes easier when the hook remains short enough (i.e., shorter 

than 10 m). In all the cases examined, when the hook exceeds 10 m, the 

performance of HS-DET decreases. This is evident since longer branches create 

rare and shallow notches in channel transfer functions that little affect ΔPES. 

Anyway, in all the cases examined, ΔPES receives significant high values that 

permit the easy detection. 
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• In general, when modified OV LV BPL topologies with branches and long hooks 

are investigated, HS-DET method more easily detects the energy theft of hooks 

that are situated at the middle of the transmission path rather than near the 

transmitting and receiving ends. This is clear in contour plots of Figs. 3(a)-(d) 

through the presence of islands of darker colors near to the transmitting and 

receiving ends. As the number of branches increases and their length gets shorter, 

the presence of island of darker colors becomes more intense –see Fig. 3(b)–. 

 

 

4.2 HS-DET with Measurement Differences 
 The performance of HS-DET has been investigated in Sec. 4.1 when 

measurement differences are ignored. Its performance primarily depends on the hook 

length as well as the examined OV LV BPL topology. The detection of hook style theft 

becomes easiest when short length hooks are deployed in “LOS” OV LV BPL topologies. 

It is evident that the existence of measurement differences will deteriorate the 

performance of HS-DET method. In this subsection, it is examined the degree of 

performance deterioration of HS-DET method in terms of ΔPES when various CUDs are 

assumed.  

 With reference to Fig. 2(b) and Table 2, let assume that the same hook of length 

𝐿bh is inserted at distance 𝐷h from the transmitting end. In Table 3, 𝑃𝐸𝑆or
̅̅ ̅̅ ̅̅ ̅̅ , 𝑃𝐸𝑆mod

̅̅ ̅̅ ̅̅ ̅̅ ̅̅  and 

𝛥𝑃𝐸𝑆̅̅ ̅̅ ̅̅ ̅ are reported when 𝐿bh = 5m and 𝐷h = 300m are assumed for the five indicative 

OV LV BPL topologies and different maximum value 𝑎CUD of CUD are assumed.  
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From Table 3, 𝑃𝐸𝑆or
̅̅ ̅̅ ̅̅ ̅̅  takes values greater than zero when measurement 

differences are considered. Actually, as the maximum value 𝑎CUD  increases, so does 

𝑃𝐸𝑆or
̅̅ ̅̅ ̅̅ ̅̅  for given original OV LV BPL topology. With reference to eq. (5), the increase of 

𝑃𝐸𝑆or
̅̅ ̅̅ ̅̅ ̅̅  unveils the anomaly that is added during the computation of coupling transfer 

functions of the original indicative OV LV BPL topologies due to the existence of 

measurement differences. At the same time, as the maximum value 𝑎CUD increases, so 

does 𝑃𝐸𝑆mod
̅̅ ̅̅ ̅̅ ̅̅ ̅̅  for given modified OV LV BPL topology. With reference to eq. (7),  

𝛥𝑃𝐸𝑆̅̅ ̅̅ ̅̅ ̅ focuses on the elimination of the impact of the measurement differences through 

the computation of the difference of 𝑃𝐸𝑆or
̅̅ ̅̅ ̅̅ ̅̅  and 𝑃𝐸𝑆mod

̅̅ ̅̅ ̅̅ ̅̅ ̅̅ . As it is shown in Table 3, 

despite the intention of 𝛥𝑃𝐸𝑆̅̅ ̅̅ ̅̅ ̅  to mitigate measurement differences, as the maximum 

value 𝑎CUD increases, 𝛥𝑃𝐸𝑆̅̅ ̅̅ ̅̅ ̅  decreases for given OV LV BPL topology. Although the 

values of 𝛥𝑃𝐸𝑆̅̅ ̅̅ ̅̅ ̅  decreases remain positive and significantly above zero in all the cases 

examined, the negative correlation between 𝛥𝑃𝐸𝑆̅̅ ̅̅ ̅̅ ̅  and maximum value 𝑎CUD indicates 

the difficulty in distinguishing energy theft during the application of HS-DET method 

when measurement differences occur. Anyway, the general behavior of ΔPES, which has 

been observed in Table 2, concerning its dependence on the examined OV LV BPL 

topology is also presented during the computation of 𝛥𝑃𝐸𝑆̅̅ ̅̅ ̅̅ ̅  for given maximum value 

𝑎CUD. 

 As already been mentioned in Sec. 4.1, HS-DET method should detect any hook 

style energy theft regardless of the examined OV LV BPL topology and the hook 

characteristics. Apart from the intrinsic difficulties of HS-DET method presented in  

Figs. 3(a)-(e), the performance of HS-DET method is here assessed when measurement 

differences of various maximum values 𝑎CUD  are considered. To investigate the 

sensitivity of HS-DET method performance against measurement differences, in  

Fig. 4(a), 𝛥𝑃𝐸𝑆̅̅ ̅̅ ̅̅ ̅  is plotted versus the hook distance from the transmitting end and the 

hook length when the OV LV BPL topology of urban case A is assumed and CUD of 

maximum value 𝑎CUD  equal to 1dB is considered. In Figs. 4(b)-(e), same plots with  

Fig. 4(a) are given but for the case of the maximum value 𝑎CUD being equal to 2dB, 3dB, 

4dB and 5dB, respectively. In Figs. 5(a)-(e), Figs. 6(a)-(e), Figs. 7(a)-(e) and  

Figs. 8(a)-(e), same contour plots with Figs. 4(a)-(e) are given but for the case of urban 

case B, suburban case, rural case and “LOS” case, respectively. Here, it should be noticed 

that the same assumptions concerning the hook distance from the transmitting end span, 

the hook length span, the range of the hook distance from the transmitting end and the 

range of the hook length remain the same with Sec. 4.1.  
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Fig. 4. 𝛥𝑃𝐸𝑆̅̅ ̅̅ ̅̅ ̅ of the urban case A of the indicative OV LV BPL topologies in the 3-88MHz frequency band 

for various hook distances from the transmitting end and hook lengths when different maximum values 

𝑎CUD  are assumed. (a) 𝑎CUD = 1dB. (b) 𝑎CUD = 2dB. (c) 𝑎CUD = 3dB. (d) 𝑎CUD = 4dB. (e) 𝑎CUD = 5dB. 
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Fig. 5. Same curves with Fig. 4 but for the urban case B. 
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Fig. 6. Same curves with Fig. 4 but for the suburban case. 
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Fig. 7. Same curves with Fig. 4 but for the rural case. 
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Fig. 8. Same curves with Fig. 4 but for the “LOS” case. 

 

 

From Figs. 4-8, several interesting conclusions can be deduced concerning the 

performance of HS-DET method and its behavior when measurement differences of 

various maximum values 𝑎CUD are considered. More specifically: 

• In general, measurement differences influence the values of 𝛥𝑃𝐸𝑆̅̅ ̅̅ ̅̅ ̅  regardless of 

the examined OV LV BPL topology, the hook distance from the transmitting end 

and the hook length. Hence, the average 𝛥𝑃𝐸𝑆̅̅ ̅̅ ̅̅ ̅  for given contour plot generally 

decreases with the increase of the maximum value 𝑎CUD. This is shown through 

the adoption of colder colors in contour plots for given OV LV BPL topologies as 

the maximum value 𝑎CUD increases.  

• The stochastic nature of measurement differences mainly affects OV LV BPL 

topologies with branches. Although the general morphology of 𝛥𝑃𝐸𝑆̅̅ ̅̅ ̅̅ ̅  concerning 

the colored islands remains as the background image of contour plots, the impact 

of measurement differences on 𝛥𝑃𝐸𝑆̅̅ ̅̅ ̅̅ ̅ acts additively to this image by creating 

new and frequent colored islands. Conversely, “LOS” topologies are not affected 

by the measurement differences on the basis of 𝛥𝑃𝐸𝑆̅̅ ̅̅ ̅̅ ̅ since there is no creation of 

new colored islands in 𝛥𝑃𝐸𝑆̅̅ ̅̅ ̅̅ ̅ contour plots.  

• In the OV LV BPL topologies with branches, measurement differences further 

intensify the island effect of 𝛥𝑃𝐸𝑆̅̅ ̅̅ ̅̅ ̅ at the transmitting and receiving end. In all the 

cases examined where the island effect occurs the islands remain regardless of the 

intensity of measurement differences.  

• Also been observed in ΔPES, shorter hooks allow their easier identification by 

HS-DET method. In contrast, when the hooks are longer, ΔPES and 𝛥𝑃𝐸𝑆̅̅ ̅̅ ̅̅ ̅ values 

become significantly lower than the respective values for hooks with length being 

equal to 1m for given OV LV BPL topology and maximum value 𝑎CUD.  
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• HS-DET method can safely detect hook style energy thefts that may occur across 

the OV LV BPL networks. Safe decisions concerning the existence of energy 

theft or not can be made regardless of the examined OV LV BPL topology,  

the intensity of the measurement differences and the hook characteristics.  

ΔPES and 𝛥𝑃𝐸𝑆̅̅ ̅̅ ̅̅ ̅  maintain values greater than zero in all the cases examined. 

However, the issues that can be addressed regarding the future research are:  

(i) The existence / definition of the threshold of the maximum value 𝑎CUD above 

which HS-DET method starts to give faulty decisions concerning the energy theft 

(i.e., if / when ΔPES and 𝛥𝑃𝐸𝑆̅̅ ̅̅ ̅̅ ̅ can receive negative values); (ii) The possibility 

of the installation of very long hooks in order to mask the hook existence during 

the application of HS-DET method; and (iii) the use of “smart” hooks that are 

matched to the characteristic impedances of the lines in order again to camouflage 

the energy theft. 

 

 

5. Conclusions 
  

 This paper has focused on the detection of the hook style energy theft in the  

OV LV BPL networks, which is a common type of energy theft in developing countries. 

Different OV LV BPL topologies, intensities of measurement differences and  

hook characteristics have been considered in order to assess the performance of  

the proposed HS-DET method. On the basis of ΔPES and 𝛥𝑃𝐸𝑆̅̅ ̅̅ ̅̅ ̅ , several interesting 

conclusions have been deduced concerning the performance of HS-DET method. 

Initially, it has been revealed that the hook detection becomes easier in the cases of  

OV LV BPL topologies of low number of long branches such as “LOS” and  

rural OV LV BPL topologies. But the performance of HS-DET method mainly depends 

on the hook length; the detection of the hook style energy theft becomes easier when the 

hook remains short (i.e., shorter than 10 m). As the influence of measurement differences 

is discussed, the stochastic nature of measurement differences mainly affects OV LV 

BPL topologies with branches. Although the general morphology of 𝛥𝑃𝐸𝑆̅̅ ̅̅ ̅̅ ̅  contour plots 

remains the same, the increase of the CUD maximum value of measurement differences 

negatively influences the performance of HS-DET method. Anyway, HS-DET method 

successfully detected the energy theft in all the cases examined regardless of the CUD 

maximum value of measurement differences. Finally, due to the island effect that has 

been observed in ΔPES and 𝛥𝑃𝐸𝑆̅̅ ̅̅ ̅̅ ̅ contour plots, HS-DET method more easily detects 

the energy theft of hooks that are situated at the middle of the transmission path rather 

than near the transmitting and receiving ends. As the future research concerning the 

application of HS-DET method is discussed, there are three issues that need further 

analysis, namely: (i) the existence / definition of the threshold of the maximum value 

𝑎CUD above which HS-DET method starts to give faulty decisions concerning the energy 

theft; (ii) the possibility of the installation of very long hooks so that HS-DET method 

can be jammed; and (iii) the use of “smart” hooks that are matched to the characteristic 

impedance of lines in order to cover the energy theft. 
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